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HNupopManoHHasi namMsTKa 1151 HeCOBEPLLICHHOIETHHX 110 BOIIPOCAM

KkuOepOe3onacHocTH B cetd «HTEpHED)

KoMnboTepHbIe BUPYCHI

KoMIbloTepHBIII BUPYC- 3TO PAa3sHOBUIAHOCTH KOMIIBIOTEPHBIX IPOTPaMM, OTIMYHUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBJIETCS CIOCOOHOCTB K Pa3MHOKEHUIO (KOMMPOBaHUI0). B fononHeHue k aTomy,
BUPYChl MOT'YT IMOBPEIUTh WM MOJHOCTBIO YHHUYTOXXUTh Bce (allyibl M JaHHBIE, MMOAKOHTPOJIbHBIC
M0JIL30BATENI0, OT UMEHH KOTOPOro OblUIa 3amyllieHa 3apak€HHas MporpamMma, a TakKe IMOBPEIUTh WU
JaKe YHUYTOXXUTH ONEPAlMOHHYIO CHCTEMYy cO BceMmH (haitmamu B 1enoM. B OonbmmHcTBE ciydaeB
pacpoCTpaHsIOTCA BUPYCHI UEPE3 UHTEPHET.

MeToabl 3aIIUTHI OT BPEIOHOCHBIX IIPOIrPAMM

1. Hcnonb3yii COBpEMEHHBIE OIEPALOHHBIE CHCTEMBI, HMEIOLIME CEPBE3HBIM YpPOBEHb
3alIUTHI OT BPEJOHOCHBIX IPOTPaMM;

2. [ToctosHHO ycTraHaBnuBail mnaTuu (UU@POBBIE 3alIaTKH, KOTOPbIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C LEIbI0 JOPAabOTKHM MPOrpaMMbl) U JIpyrue OOHOBJIEHHMSI CBOEH oOmeparmOHHOU
cuctembl. CkaunBail X TOJBKO ¢ opuIMaIbHOrO caiita paspadotunka OC. Ecnu cymecTByer pexum
aBTOMAaTH4ECKOr0 OOHOBJIEHU S, BKJIIOUH €T0;

3. PaboTaii Ha cBOeM KOMITBIOTEpE IOJ1 IIPaBaMU I10JIb30BATENIS, a HE aIMUHUCTpATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS HAa TBOEM IE€PCOHAIBLHOM
KOMITBIOTEPE;

4. Hcnons3yli aHTHBUPYCHBIE NMPOTPaMMHBIE INPOAYKTHI HM3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GpU3MUECKUN JOCTYI K KOMITBIOTEPY JUIsl TOCTOPOHHMUX JIMII;

6. Hcnonp3yli BHEIIHUE HOCUTENU MH(OpMAINU, Takue Kak Quemika, TUCK uiu ¢ain u3
WNHTepHeTa, TONBKO U3 IPOBEPEHHBIX HICTOYHUKOB;

7. He oTkpriBaii KOMIIbIOTEpHBIE (haiiiIbl, TOTYUYCHHBIE U3 HEHAIEKHBIX HCTOUHUKOB. [laxe Te

(aiisipl, KOTOpBIE IPUCTIA TBOW 3HAKOMBIH. JIyuIlie yTouHu y Hero, OTIpaBJIsii I OH Tebe UX.

Ceru WI-FI

C nomompto WI-Fi MOXXKHO MOJyYUTh OSCIUTATHBIA MHTEPHET-IOCTYI B OOIECTBEHHBIX MECTaX:
Kade, OTeNsX, TOProBBIX IIEHTPaxX U aspornoprax. Tak ke sABJIseTCs OTIIMYHON BO3MOXKHOCTBIO BBIXO/a B
Nutepuer. Ho MHOTHE 3KCIEpTHI CUMTAIOT, 4TO o0mmenoctynHblie WiFi cetu He sBIsOTCS 0€30MacHBIMU.

CoBeThbI 10 §e30IACHOCTH PAGOTHI B 00IeA0CTYIHBIX ceTsax Wi-fi

1. He nepenasaii cBoro nuunyro wHpopmaruio yepes odmenoctymabie Wi-Fi cetu. PaboTas B
HUX, )KEJIaTeIbHO HE BBOIAMTH MTAPOJIH IOCTYTIA, JIOTHHBI U KAKHE-TO HOMEPa,

2. Hcnone3yli 1 OOHOBIISIE aHTUBUPYCHBIC MPOTPaMMBI U OpaHaMaydp. TeM caMbIM TbI
o0e3ormacuIib ceds OT 3aKa4KH BUPyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnons3zoBanuu Wi-Fi otkmoun ¢pynkunto «O0muii 1octyn Kk aiinam 1 IpuHTEpam».
JanHasi QyHKIHS 3aKpbiTa 1O YMOJYaHUIO, OJHAKO HEKOTOPBIC MOJB30BATEIH AKTHBUPYIOT €€ s

y100CTBa MCTIOIBb30BaHUs B paboTe Uiin yueoe;
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4, He ucnone3yit myonmunasiit WI-FI ais mepenayn TMYHBIX TaHHBIX, HAPUMED, 71 BBIXO/A
B COI[MAJIbHBIC CETU UIU B DJIEKTPOHHYIO MOUTY;

5. Hcnone3yii Tonpko 3amunieHHoe coequnenue yepes HTTPS, a ue HTTP, T1.e. mpu Habope
BeO-aapeca BBOIM UMEHHO «https://»;

6. B mobunsaOM Tenedone otkmoun pynkuuto «Iloakmouenue k Wi-Fi aBromatrueckn». He

nonycxaﬁ ABTOMATUYCCKOI'O ITOJKITIOYCHU A YCTPOﬁCTBa K ceTsaMm Wi-Fi Oe3 TBoero coriacus.

ConuajJbHble CeTH

ConuanpHas ceTb - 3TO CalT, KOTOPbIH HPENOCTABIISIET BO3MOXHOCTH JIIOJSM OCYILECTBJISThH
oOmieHue Mexay co0oii B mHTepHeTe. Yale Bcero B HUX IS KaXKIOT0 YEIOBEKA BBIICISIETCS CBOS JTMYHAS
CTpaHWYKa, Ha KOTOPOIl OH yKa3bIBaeT O ce0e pasnuuHyIo HH(OpMALHIo, HAYMHAas OT UMEHH, (aMUITIHU U
3aKaH4MBas JUYHBIMH (QororpadpusmMu. MHOTHE MOJIB30BAaTEId HE IOHUMAIOT, YTO HHQOpMaIus,
pa3MelleHHas UMH B COLUATIBHBIX CETSIX, MOXKET ObITh HaliJIeHa U UCII0JIb30BaHa K€M YTOJHO, B TOM UK CIe

He 00s13aTeNIbHO ¢ OJIariMU HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 0€301ACHOCTH B COIMAJIbHBIX CETHAX.

1. OrpaHuyb CIMCOK Jpy3eh. Y TeOs B APY3bsAX HE JODKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIFOJICH

2. 3ammmiai cBOIO YacTHYIO *H3Hb. He yka3piBail mapounu, TenedoHsl, agpeca, AaTy TBOETO
POXKICHUS U JPYTYIO TUYHYIO HHPOPMAIINIO. 3II0YMBIIIIEHHUKU MOT'YT HCIIOJB30BaTh J1aXkKe WH(POPMAIIUIO
0 TOM, KaK Thl ¥ TBOU POAUTENH NIJIAHUPYETE TPOBECTU KAHUKYIIBI,

3. 3anmiai CBO peryTaluio - AepKU €e B UNCTOTE U 3a/1aBail cebe BOMpOC: XOTeNl Obl ThI,
4TOOBI IpYTUe MOJIB30BATENN BUIEIH, UTO ThI 3arpyxaemib? [logymaii, mpex/e uemM 4To-To OImyOIuKOBATh,
HaIluCcaTh U 3arPy3UTh;

4. Ecnu Tl roBOpHILIB € JIIOIBMU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE PEAIBHOE UMS U
JPYTYIO JINYHYIO0 MH(POPMALIUN: UMSI, MECTO JKUTENIBbCTBA, MECTO Y4eObl U IIpoyee;

S. N36erait pasmerienus ¢ororpaduit B UHTEepHeTe, T1e THI N300paskeH HA MECTHOCTH, IO
KOTOPOI MOKHO OIPEAEIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B COLMAIBHON CETH HEOOXOJMMO HCIIONB30BaTh CIOXHBIC MapOIIH,
cocrosimue u3 OyKB U IU(pP U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. Jnst conuanbHOM ceTH, MOYTHI M APYTHX CaTOB HEOOXOJUMO HCIONb30BaTh pa3HbIE
napoiu. Torza ecnu Te6s1 B3110MarOT, TO 3710yMBIIIUIEHHUKH MTOy4aT AOCTYII TOJIBKO K OTHOMY MECTY, a He

BO BCE cpasy.

DJEeKTPOHHbIE TeHLIH

DJIEKTPOHHBIC JEHBI'M — OTO OYEHb YAOOHBIH CMOCO0 TIIATEXKEH, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTST MOIYyYUTh 3TU JCHBIU.
DNeKTPOHHBIE ICHBI' U MOSABUIMCH COBCEM HEJAaBHO U MMEHHO M3-3a 3TOT'0 BO MHOTHX I'OCYAapCTBax

J0 CHUX ITOP HC ITPOIMMUCAHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHU QYHKIHOHUPYIOT U O HUX Y€ IPOIMHCAHO B 3aKOHE, IJe MX paselsioT Ha
HECKOJIbKO BHJIOB - aHOHUMHbBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercss MPOBOIUTH oOmepanuu 60e3 UIACHTH(GUKAINU TO0Jb30BaTeNss, a B HE aHOHUMHBIX
UJeHTU(UKAIIUHY TT0JIB30BATENs ABISETCS 00sS3aTENBHOM.

Takoke crnemyeT pa3nuuaTh IEKTPOHHBIC (PUATHBIE IEHBIU (PaBHBI TOCYJAPCTBEHHBIM BATIOTaM) U

SJICKTPOHHBIC HC(I)I/IaTHLIe JACHBI'N (He PaBHBI TOCY AaPCTBCHHBIM BaJ'IIOTaM).

OCHOBHBIE COBETHI 110 0€30I1ACHOI PadoTe ¢ IJIEeKTPOHHLIMH J€HbAMM.

1. [TpuBsoku K cuery MOOWIBHBIA TenedoH. DTO camblil ynoOHBIM M OBICTPBIH CcHOCOO
BOCCTAaHOBUTH JOCTYI K cyery. [IpuBsizaHHBIN TeneoH MOMOXKET, e€Clid 3a0yIellb CBON MJIATeKHBIA
MapoJIb UJIM 3aiICIIb HA CAalT C HE3HAKOMOT' O YCTPOMCTBA;

2. Ucnone3yit oqaopazossie napoiu. [loce mepexoaa Ha YCUIIEHHYIO aBTOPU3AIUIO TEOE yKe
He OyJIeT yrposkaTh OMACHOCTh KPaXKU UIIU MepexBarta IJIaTEKHOT0 MapoJis;

3. Bri6Gepu cnoxublil napois. [IpectynHukam OyIeT He MPOCTO YrajaaTh CIOXHBIM Mapodb.
Hanexxuble mapoiy — 3To napoju, KOTOpPbIE COo/lepKaT HE MEeHee 8 3HAKOB U BKJIIOYAIOT B ce0sl CTPOUYHBIE
Y IPOMUCHBIE OYKBBI, HU(PHI U HECKOJILKO CHMBOJIOB, TAKME KaK 3HAK J0Ju1apa, GyHTa, BOCKJINLIATEIbHbIHA
3Hak u T.11. Hanmpumep, StROng!;;

4, He BBOM cBOM TMYHBIE JaHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSEIIIb.

DJEKTPOHHAS MOYTA

:‘)J'IGKTpOHHaH mo4yTa — 3TO TCXHOJOIuA MU IIPCAOCTABIIACMBIC CIO YCIYIH II0 IICPCCBIIKE H
MOJYUYCHHUIO S3JICKTPOHHBIX COO6HICHPII>'I, KOTOPLIC paclnpeacisitoTCs B KOMHBIOTCpHOfI cetu. OOBIYHO
Z—)JICKTpOHHBIﬁ IMOYTOBBIM SIIMK BBITJISIAUT CJICAYIOMUM 06p3.30M2 I/IMH_HO.IIB3OBaTeJ'IH@I/IM}I_I[OMCHa.
Taxxe KpoMC€ mnepeaavuu mpocToro TeKCra, UMECTCA BO3BMOKHOCTL ICPCAABATh (baflﬂbl.

OCHOBHBIE COBETHI IO 0€30MACHOH PadoTe ¢ IJEKTPOHHOH NMOYTOM:

1. Hano BbIOpaTh mpaBMIIBHBIN MOUYTOBBINA cepBHC. B MHTepHeTe ecTh OrpOMHBINA BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyYIle JOBEPSATh TE€M, KOI'0 3HACIb M KTO I epBbIil B peiTHHTE;

2. He ykas3piBaii B JMuYHOM mouTe IMuHylo uHpopmanuioo. Hampumep, mydine BvIOpaTh
«My3BIKaTIbHBIN _(panat@» i «pok2013» BmecTo «remal3»;

3. Hcnons3yit [ByX3TallHYIO aBTOPU3ALIMI0. DTO KOT1a IOMUMO IapoJisl HY>KHO BBOJUTH KO/,
npuchlIaeMblid 1o SMS;

4, Bri6epu cnoxxHbIN maposk. [[7s KaX10ro MOoYTOBOTO SMIKMKa JOHKEH OBITh CBOM HAJIEKHBIH,

YCTOMYMBBIN K B3JIOMY 11apOJib;

5. Ecnu ectp BO3MOXXHOCTHh Hamucarb CaMOMY CBOWM JIMYHBIM BOINPOC, HCHOJB3YH 3Ty
BO3MOXKHOCTB;
6. W cnonb3yit HECKOJIBKO MOYTOBBIX AMKKOB. [1epBbIii 17151 yacTHOM MEepenucKy ¢ agpecaTami,

KOTOPBIM ThI IOBEPSCIb. DTO 3JIEKTPOHHBIH aipec HEe HAJI0 UCIIOIb30BATh [IPU PErUCTpaliuu Ha hopyMax
U caiTax;
1. He otkpeiBaii ¢aiinbl U Apyrue BIOXKEHUS B MHUCbMaxX JaXe €Cld OHU MPHUILIM OT TBOUX

npy3ei. Jlydie yTouHH y HUX, OTHPABIISUIM JIW OHM TeOe 3TH (ailiibl;
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8. ITocie oxoHYaHUA pa6OTI)I Ha IMOYTOBOM CEPBUCE MMEPEC 3aKPBITHUEM BKIAAKHU C calToM He

3a0yb HaxaTh Ha «BeIATHY.

KuoepOyJJuHr Hin BUPTVAJILHOE H3IEBATEILCTBO

KubepOymmuHr — mnpecieioBaHuE COOOLICHUSMHU, COJEPKALMMH OCKOpPOJIEHUs, arpecculio,
3allyTMBaHKE; XyJIUTaHCTBO; COLUATbHOE OOMKOTHPOBAHKE C TOMOLIBIO PA3TUYHBIX MHTEPHET -CEPBUCOB.

OCHOBHBIE COBETHI IO 00PH0e ¢ KHOEPOYJITHHIOM |

1. He 6pocaiicst B 60ii. Jlyummii cnoco6: mocoBeToBaThCs Kak ce0st BECTH M, €CJIM HET TOT0, K
KOMY MOXXHO OOpaTHUThCS, TO BHayalle YCIOKOUTHCSA. EcCiy Thl HayHelIb OTBEYaTh OCKOPOJICHHSIMHU HA

OCKOPOJICHHUSI, TO TOJIBKO ellie OOIbIIe pPa30idOKeb KOH(INKT;

2. VYnpasisii cBoelt kubeppenyTanuei;

3. AHOHUMHOCTb B ceTd MHUMas. CylIecTBYIOT CI1OCOObI BBISICHUTh, KTO CTOUT 3@ aHOHUMHBIM
aKKayHTOM;

4. He cTout Bectu xynuranckuii o0pa3 BUupTyaiabHoOH xu3HU. UHTepHET uKcHpyeT Bce TBOU

JIEWCTBUSA U COXPAHSET UX. Y AAIUTh UX OyJIeT KpailHe 3aTPYTHUTEIBHO;

S. Benu cebst BexxuBo;

6. Urnopupy#t equnuunablii HeraTuB. OHOpPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS JIydIle
urHopupoBath. OOBIYHO arpeccus MpeKpanaeTcs Ha HaualbHOU CTaIu U,

7. ban arpeccopa. B nmporpamMmmax oOMeHa MrHOBEHHBIMU COOOIIICHUSIMU, B COLIMANIBHBIX CETSX
€CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKU COOOIIEHHH C OPEIeIEHHBIX a/IPECOB;

8. Ecnu t61 cBUeTens kubepOymnunra. TBou nelcTBHS: BBICTYIUTh IPOTUB MIPECiIeAoBaTes,
MOoKa3aTh €My, 4YTO €ro JEHCTBUS OLIEHUBAIOTCS HEraTUBHO, MOJJIEPKATh JKEPTBY, KOTOPOU HY’KHA

INCUXOJOTrn4YCCKas IIOMOIIIb, C006IJ_II/ITL B3pPOCJIBIM O (I)aKTC arpeCCUBHOI'O MOBCACHUA B CCTH.

MoOuJabLHbIH TeJaedoH

CoBpeMeHHble cMapT(OHBI M IUIAHIIETH COAEP)KaT B cede BIOJHE B3POCHbI (YHKIHOHAN, U
Ternepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTEpaMu. OJIHAKO, CPEACTB 3alUTHI IS
10100HBIX YCTPOMCTB IIOKa 04€Hb Majo. TeCTHpOBaHUE U MIOUCK YSI3BUMOCTEH B HUX IPOMCXOIUT HE TaK
MHTEHCUBHO, Kak i [1K, To e camoe kacaeTrcs 1 MOOUITbHBIX TIPUIIOKEHHUH.

CoBpeMeHHbIe MOOMIIBHBIE Opay3ephl YXKe MPaKTUYECKH JTOTHAIM HACTOJNBHBIE aHAJOTH, OJHAKO
pacumpenue GyHKIMOHAaJIa BIeUeT 32 CO00M OOJBIINYIO0 CI0KHOCTh U MEHBIIYIO 3alUIIIEHHOCTD.

Jlaneko He Bce MPOX3BOANUTENH BBIITYCKAIOT OOHOBJIEH U], 3aKPBIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH
JUISl CBOMX YCTPOWCTB.

OcCHOBHBIE COBETHI 1JIs1 0€30IIaCHOCTH MOOHUJILHOIO TeaedoHa !

1. Bynws octoposkeH, Beap Koraa Te0e mpeyiaratloT OecrjiaTHbI KOHTEHT, B HEM MOTYT OBITh
CKPBITBI KAKHE-TO TUIATHBIC YCIYTH;

2. Hywmaii, npexe ueM otnpaBuTh SMS, ¢oTo unu Buaeo. Thl TOUHO 3HACIIB, I'€ OHU OYIyT
B KOHEYHOM UTOTE?

3. Heobxo1mMo 0OHOBIISTH ONEpaliOHHYI0 CUCTEMY TBOETO cMapT(hoHa;

4, Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JIJIsI MOOUITBHBIX Tese(hOHOB;
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5. He 3arpyaii mpuyioeHHsI OT HEM3BECTHOTO MCTOYHHMKA, BEIb OHHM MOTYT COJIEP)KATh
BPEIOHOCHOE ITPOrpaMMHOE 00ECIICUCHHE;
6. ITocne Toro kak ThI BBIMJCIIb C calTa, TA€ BBOAWJI JUUYHYIO WHpOpMaIuioo, 3aiiau B

HaCTPOMKH Opay3epa U ynaiau cookies;

7. [Teproaruecku MpoBepsiii KaKKe IJIATHBIC YCIYTH aKTHBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBOit HOMep MOOUJIBHOTO Tene(oHa TOIBKO JIOJSAM, KOTOPHIX Thl 3HACIIL M KOMY
JIOBEPSICIIIb;

9. Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTJIa ThI UM HE TMOJB3yelibes. He 3a0bIBaii nHOTAQ

IIPOBEPSATH 3TO.

@OUIIHHT WIH KPaKa JHUHbIX JAHHBIX

I'maBHas menp ¢uummHr - Buaa VHTepHET-MOLIEHHUYECTBA, COCTOMT B  IOJYYEHUU
KOH(UIeHIMaJIbHBIX JaHHBIX MOJb30BaTeNeil — JOruHoB U naposieil. Ha anrnuiickom si3bike phishing
ynTaercs kKak ¢pumuHr (ot fishing — priOHas 0B, password — mapoJs).

OCHOBHBIE COBETHI IO 00PHL0e ¢ (PUITUHTOM '

1. Crnenm 3a cBOMM akKayHTOM. Eciii ThI o103peBaeiiib, YTO TBOSI aHKETa ObliIa B3JIOMaHa, TO
HE0O0XO0MMO 3a0JIOKMPOBATh €€ U COOOIIUTH aIMUHHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEe;

2. Ucnone3yii Ge3omacHble BeO-CaiThl, B TOM YHCIIC, HMHTEPHET-Mara3uHOB M TOMCKOBBIX
CHCTEM;

3. Wcnone3yli CcloXHBIE W pa3HbIe Mapoid. TakuM o0pa3oM, eciau TeOs B3IOMAKOT, TO
37I0yMBIIDICHHUKH MOJTy4YaT JIOCTYT TOJIBKO K OJTHOMY TBOEMY PO(IIIIO B CETH, a HE KO BCEM;

4, Ecnu tebs B3nmomanu, To HEOOXOAUMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no0aBIeHBI y TeOsI B JAPY3bSIX, O TOM, YTO TeOs B3JIOMAaad ¥, BO3MOXHO, OT TBOETO MMEHH OyAeT

pacColIaThCA CIiaM U CCBIJIKW Ha (I)I/IH_II/IHPOBLIG CaﬁTBI;

S. YcranoBu HagexHbIN napois (PIN) Ha MOOHIIBHBIH TenedoH;
6. OTkIII0YM cOXpaHEHUE Mapos B Opaysepe;
7. He oTkpbiBaii ¢aiinbsl U Apyrue BIOXKEHUS B MUCbMaX Ja)Ke €CJIM OHM MPHIIUIA OT TBOUX

npy3seit. Jlydiie yTouHu y HUX, OTIPABJISUIN JTU OHU TeOe ATH (haiiibl.



